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B Over 1 million SCADA / ICS
| systems are connected to the
internet with unique IPs

IR4.0 where IT meet OT

INDIISTHIAL RE\IﬂI.IJTlﬂN [

TAANSHIAMING INDUSTHIES AND INNCYA

B General state of real time
system security seen as poor
by hackers

B Honeypot deployment of
virtual SCADA praves

attackers change seffings

Current

Smart Metering @) - grr::{ﬁqr;s(llles
s Metering e I ¢

G:
Wiater Metering

Cloud DC

Fleet Management Iﬂﬂkﬂhﬂfl‘l

Iechnology

L

NFP/Connectivity

LoRa
Workforce Mgt/SWIFT Alllance”

Flow / SIP

Smart Helmet Critical Infrastructure Security

Smart Security

Smart Metering

I + e-Government Cyber * context-aware services
BPO (Contact Center) | . + bot & digital assistant
+ digital library Fourth
I Digitalization Industrial  * driverless car
Analytic * SNS Revolution . opots
e ’I v THE » online banks * smart factory
MPLS/SCADA ICS/DWDM CPE NUMEERS: Physical

: Internet G Plath
Server/Storage as a Platform ity as a Platform


Deck SKO link/DC&Cloud/TM TNB DC Slide (edited).ppt
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Connecting Critical Infrastructure (lo

Use Cases

Smart Grid
(SCADA PLC/RTU
generated )

loT Sensors

(Leakage, crack, Tilt
Vibration, altitude,

Air & Water quality,
temp, humidity)
Smart detection
(movement, elevation,
Frequency, anomaly)

Smart Meter
(Energy, water —
Understand behavior)

Standalone

Guard-band

| L

200 kHz

200 kHz

NB-IoT Devices / Sensors

LoRa Devices / Sensors

3 | LTE ‘

180 kHz

Licensed Spectrum

NB IoT Base Station

LoRa Gateway
)

Unlicensed Spectrum

e PN

T

Innovation) o

In-band

‘; LTE

180 kHz

Metro E
LTE/3G
UNIFI
Streamyx

Application &

TM OIP IoT Platform

—m
ONE

Automated connectivity &

Analytics

management for all your devices
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Connected Critical Infrastructure (lo

Features

Example Devices
Systems

Energy Requirement

Communication

Data Transaction

Data Collected

Example

Application

Deployment Model

Example 1: CCTV monitoring vs connected motion sensor/gyro meter for water theft/intrusion

Current loT Benefit
Offline Meter & probe loT (Connected) Meter, Sensors
SCADA/PLC/ICS (protocol SCADA + |oT Meter, loT Sensor (protocol

dependent)

agnostic)

High Energy consumption

Battery up to 10-15 yrs

3G/Radio/Satellite

LPWAN (LoRA, NBIoT)

Sim card, usage based, limited
sensor

1:1000 ++ gateway:sensors; always on

Limited to Water Flow, Level, Quality

and predefined SCADA features

Greater additional Range of sensors
ecosystems

Flow meter, pressure meter, water
guality

Water pressure, flows, levels, Leaks, Tilt
meter, gyro meter, volumes and usage, Crack
Sensor, Humidity, Crack monitor, GPS,
water/air quality

Special built function

Customizable for Asset Management, Rescue
Monitoring, workforce mgmt, Energy Saving,
Smart Light, Smart Access, Security etc

Built As part of Infra

Innovation, Retrofit

Example 2 : Existing flow meter vs vibration sensor and crack sensor.

Smart Grid
Application

Support
Innovation



Connectivity Revolution Challenges & Concerns

State of Art Technology is available but lack
use cases/business drivers

Economic of Scale : Satisfying Regulatory- 2 o P
Technology-People i S
o il VT
: P : : % “\—.j"’ \—
Hard to justify investment in Disaster \\11 /
Management Infrastructure(ie financially)

Cybersecurity concern — “Smart Toasters,
Smart light and Smart TVs brought down
the Internet” — Mirai Botnet Attack
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Intelligence Revolution : Smart Energy Grid

Substation

i Al Automates
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L/ secur
: . Government Y
: Vendors Controlling a substation by a
Big Dat? & Distributed fuzzy controller speeds up the
Analytics Energy response time and diminishes

the possibility of risks normally
related to human operations
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Intelligent Water Grid (Internet of Water Infrastructure)

TYPICAL WATER
DISTRIBUTION NETWORK

Water Treatment
Works

Ty
111

I production

meter
(LoRa)

Service
Reservoir

Raw water
drain

Q&
W
N

& Supply zone ((
bulk meter "

(LoRa)

=

(t.
DMA meter
(NB-IoT)

Consumer
District meter

(DMA water meter
area
(NB-loT) ((* e (LoRe) 1)
: : i
C e L UL
onsumer
water meter C |_| I:I X |_| D )

(NB-loT)

OPEN INNOVATION PLATFORM /
THINGSBOARD.IO PLATFORM

BASE STATION

Embedded

LORAWAN Server Single Single Remote
Application Monitoring and
Server Dashboard

HTTPS/REST

((.@ ..........

SG/LTE/ Websocket
Ethernet'- TLS socket
LoRa Base MQTT
Station
(¢ g )) LTE
LTE Analytics
eNodeB Server

Unmanned, automated
valve control.



Intelligence Revolution’s

TIME SUBSCRIBE

WORLD » JUSTICE

Iranian Cyber Attack on New York Dam Shows Future of War

POWER PLANTS. BANKS. DAMS.

They get'hacked -but you’ll never know,

Cyber Attack on the Power Grid How Corporate America keeps huge hacks

+

US blames Russia for power grid ..

Other than security Challenges include
» Skillset Gap

* Lack of Regulatory Framework

e Social and Job displacement

Russian threat to power grid ...

China could take down U.S. power grid
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Smart City 1.0

Smart City 2.0
Digital, Songdo Incheon
Amsterdam Busan
(1994) (2004)
<Key Technology> <Key Technology>
Sensor
Internet -
Smart City 3.0 ' i Virtual
AOIEA|E| 4.0 Singapore
Smart Gity <
After 2012 Singapore(2015)
Pittsburgh
Colombus(2016)
<Key Technology>
<Key Technology>
Big Data
o Al/Robot
Sensor i
+ .
Internet Big Eata
| Sensor
Yinchuan, China +
Internet




Holistic Approach

Smart City 4.0

Platform Revolution : City as Platform EE

City as a Product City as a Platform

Smart City 2.0

Smart City 1.0

Fragmental Approach

Smart City as a Product | Smart City as a Platform

Perform Its own Functions : Support Innovations




Korea’s Smart City Directions :
Driving social and economic innovations

Smart,
Intelligence-based
Industrial Innovation

(Manufacturing, Health, Service,

Energy, Finance, etc.)

R&D,
Human Capital,
Institutions

(Technology, Education &
Training, Industrial Ecosystem)

Artificial Intelligence

Building

Digitalization Water

Energy

SWM
+ Y ¥

Connectivity & Transport
Convergence Sewage B -, &
Automation Vr et

\sae "E Governance
sun®

:

ffg
f',g.s"
A
@zﬁ
g

Disaster
Mgmt.

@usiness

Air
quality

Sy . ( : \

b &
@ INTERNET os THINGS

—

Health &

Welfare g Housing

Tourism



Data Driven - Mobility

[ Primary Analysis of Demand based on Taxi Ride Information ]
Table 'f' :. .“: . : ‘M’“ﬁi ._.:. Table

-2 6 A = 8
SeSGEORF ; % AN : ERE-RA L T\
H = L ? TAXI_SATURDAY Statistics
: mew | wy i A OBJECTID * hexagoniD + | DEMAND -
v [ 1 231 1 i
2 2752 1
3 2862 1
4 2862 2 “__ |
5 3059 1 E{0) & 11‘11/
3 4510 1 fi=¢ 0, e
7 4500 1 Sk
8 4999 1 s
] 5187 2
10 5138 1
1 5505 1
12 5575 2
e — I f y A5, iE] 577 1 P SPETy
1 Taxiride data by 2  Building layers based on 3 Summarized statistics 4 Mapping on hexagon
day of given week taxi ride locations on number of taxi ride - Used as Predicted Demand

[ Adjustment of Route and Dispatch Timetables by Floating Population Pattern Analysis ]

A? S RiEr Floating Population Density Analysis Optimization of Routes based on Adjustment of Dispatch Timetable
GOVERNME Floating Population based on Floating Population
16



City as Platform : Data sources and Information

Connections that Generate Data

Solid Waste Incineration facilities Volume and type of waste generated, Efficient City Management
Management waste composition, energy generated . Resou.rce forecasting and
planning
TOPIS (ITS) Public transport, fleets, traffic speed * Water/energy supply chain
management
e Di
CCTV Traffic, parking violations Isaster management

Transportation * Early warning system
Augment Policy Design
* Changes in existing policies

* Traffic light system

Smart Card No. of passengers, OD info., transfers,
distance travelled

Water quality monitoring Source water quality, volume, substance rearrangements
system * Public transportation
L I : (re)routing
Water Management Water purification facilities Water q}Jallty, volume, supply, New Policy Introduction
produciion * Based on enhanced
Pipe leakage monitoring Leaking pipes by region understanding of pain
points
Energy Energy meter Production, supply, consumption New, Convenient Citizen
Applications
Voice of citizens captured via  Citizen needs, complaints, infrastructure ) gﬂ?b”e I;IS SErvices
e-Government e-Government systems issues ater public spaces

A? SEOUL METROPOLITAN
GOVERNMENT

17



Platform Revolution Challenges

e City is seen as product
(hence lack innovation)

* Priority on revenue
generation over resilience

e Lack coordination,
Disintegrated data and
structural issue

* Lack of Political Leadership
in Resilience

e Cybercrime, cyberwar fear

Cyber-Security's New Global Battlefield: U.S., Russia, China

Estonia Gets Attacked

Starting in late April 2007,
hackers began a major campaign
against Estonian government and
commercial sites. At the time,
the country's leadership was
locked in @ heated debate with
the Russian government over a
memorial to fallen soldiers. Most
of the attacks were DDoS.
Estonia Immediately blamed the
Russian government for the
attacks, while Russian officials
denied any cuipability. In the
time since, there have been
various claims of responsibility.
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Urban Sensing

Customer Transaction SMA
Analytics = -
« SMA«CRM - CODR | Social Media
: = Extsting TM ONE - Extsting TM ONE - | Analytics
Wl | B TOLL FREE Tl COMTACT CENTER | etall |« Social Media data
~ COR Dota CRM Dot |
| | J
|
Bl -
4‘. J
- TM ONE Customer :
' M Integrated Omni-Channel Analytics Report + FINANCE Data
ONE Marketing & Sales o + MARKETING Data
Public Relations & Comms \\-'. « MR Data
Customer Service = +  OPERATIONS Data

SmartMap

*  Targeted Content Development Strategy
*  Improved Customer Service Experience
Note : NEXT PR *  Faster Risk Mitigation and Management
°° *  Optimized Operational Cost

cis
3

+  CORP COMMS Data
+ BRANDING Data

. Water issue Analytic

Complaint vs Time of the day

7

8

9

= 320
=
=}
= 240
=
29
B
= 160
=}
Bl
|
80
=
5
by
Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Day
=== Counter Service
350 m— E SPAN
= Email
300 === Facebook
we |NTERNAL(SAMB)
we= Peronda
250 w== Phone
SISPAA
SMS
200 we What Apps
150
100
50

A N A /
AN\ s Mab bl L.

2018-08-29

A
L ,9/ H’l"w‘ﬁ%ﬁ"\

2018-07-04 2018-07-18

2018-08-01

2018-08-15 2018-09-12




Urban Sensing

‘aman Sn Aman @

SGREENCAST.

. Water issue Analytic

Leakages No Supply Low Pressure

. 3

1 July - Sunday

[ Week of The Year
N Kesang Pagak »
Koivnson Relar Ayer Nerph 20
i - I I I I I I
Wiy o7~ R )
0
\ 4 R0 o _I ...... I_- mE.
\ g FEELEELESELES
LS Y M ALOR GAJAH [ BUKIT KATIL
- % \ N JASIN [ KOTA MELAKA
Tumman R AP N -
Ut Kerubong TANGGA BATU P s - : -
! s D =7 g o)
MT Total Issues - 35.0 ?’ e ’ = ~ IR 2
Leakages 250 3 ] '
No Supply 6.0
Poor Pressure - 4.0  Jope. s » ;
Estimated Population 5644 L. EE 229

try Village
Resort

o gepe® TaMangs
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Density of Issues mentioned in the problem description

Issues of Callers
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Big Data and Behavior

* Human Behaviour is unique and unexplainable, sometimes
irrational
* Following on the notion that people’s behaviors may not follow
rational rules, there is need to analyze data to discover more
anomalies
 Amazon shopping correlations
e Lack urgency when reacting to disaster alarm
* Opportunistic people.
* The advent of Big Data collection brings forth the possibility to
find more evidence of behaviors that are not rational

(W iglu_s INNOVATIVE GOVERNANCE -_—
ECOLE POLYTECHNIQUE
FEDERALE DE LAUSANNE

OF LARGE URBAN SYSTEMS NeNBUSa



Urban Behaviors

Perennial issues/problems of urban life result from human
behaviors that often exhibit biases that may be less than civic-

minded

* Density

* Resources
 Crowd mentality
* Waste

* Traffic

(Kl | igl“ INNOVATIVE GOVERNANCE
AR OF LARGE URBAN SYSTENIS NENYH e

uuuuuuuuuuuuu



Example of the Big Data and Citizen’s behavior

* Seoul has established the technological infrastructure for
many Big Data enabled Smart City features
e Ubiquitous CCTV
* Linkage between citizens’ behaviors: purchases,
communications, travel
* Citizens are generally accepting of such “surveillance” and
complicit with development goals
* New policies aimed at curbing negative externalities are
open for enhanced implementation techniques

(W iglu_s INNOVATIVE GOVERNANCE -_—
ECOLE POLYTECHNIQUE
FEDERALE DE LAUSANNE

OF LARGE URBAN SYSTEMS NeNBUSa



Social Revolution Challenges

* Data for Disaster Management available but lack coordination
* Lack User/Citizen political Awareness

e Unique ‘irrational’ behaviors (cultural and background)

* Fear of Technology create new disaster?



Summary & Recommendation

* Framework to address issues and concerns
e Coordinated Data Utility infrastructure & governance — CD, APIs
* Develop innovative Business-Government Operating Model (PPP)

* Promote Co-creation & Encourage Innovation (social revolution,
city as platform) — Empower more stakeholders/citizens

* Democratization of data (Open data — government data)

* Innovative Policy to build the case — Big data driven policy ie on
climate change by Understand behavioral economic

* Embed Cyber-physical resilience at design stage
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